Abstract. For any discipline to be regarded as a professional undertaking by which its members may be treated as true "professionals" in a specific area, practitioners must clearly understand that discipline's history as well as the place and significance of that history in current practice as well as its relevance to available technologies and artefacts at the time. This is common for many professional disciplines such as medicine, pharmacy, engineering, law and so on but not yet, this paper submits, in information technology. Based on twenty five elapsed years of experience in developing and delivering cybersecurity courses at undergraduate and postgraduate levels, this paper proposes a rationale and set of differing perspectives for the planning and development of curricula relevant to the delivery of appropriate courses in the history of cybersecurity or information assurance to information and communications technology (ICT) students and thus to potential information technology professionals.
Introduction
Why teach the history of cybersecurity and/or information assurance? The answer is that at least three distinct themes can be determined in relation to the position of cybersecurity/information assurance history in the creation, development and presentation of courses of study in the area. These are: 1. any profession that claims to be so, acknowledges and builds upon its history; 2. the profession of cyber and network security or information assurance should be no different in this way from any other profession such as medicine, law, science, military affairs and others and should build upon general education in the ICT area for both specialist and general professional activity in the discipline, and 3. the challenge is to make such history relevant to students in the age of total convergence in the information technology area and to relate it to current practice, products and systems.
The environment in which an educated cybersecurity professional will practice has been envisaged by Al Gore, former Vice-President of the USA in the following way in his book "The Future" [1] :
"
The emergence of a planet-wide electronic communications grid connecting the thoughts and feelings of billions of people and linking them to rapidly expanding volumes of data, to a fast growing web of sensors being embedded ubiquitously throughout the world, and to increasingly intelligent devices, robots, and thinking machines, the smartest of which already exceed the capabilities of humans in performing a growing list of discrete mental tasks and may soon surpass us in manifestations of intelligence we have always assumed would remain the unique province of our species; "
Given this scenario, vaguely reminiscent of the envisaged "Noosphere" of Vernasky and Chardin [2] and even the planetary intelligent machine of the "Krell" in the 1952 movie, "The Forbidden Planet" [3] , loosely based on a Shakespearean play, the security and protection of such an information environment takes on new meaning and urgency.
In summary, for any discipline to be regarded as a "professional" undertaking, and whose members may then be accepted and treated by society at large as true "professionals" in that specific area, the discipline must ensure that its practitioners clearly understand that discipline's history as well as the place and significance of that history in current practice. This includes a clear understanding of the "what/how/why" of currently available technologies, including professional practice procedures and the like, as well as of ICT artefacts, including base products, integrated systems, services, etc.. This commonly forms an educational base for many professional disciplines such as medicine, pharmacy, engineering, law and so on but not yet, this paper submits, for information technology although references have been made to such histories on some curricula proposals and final versions as discussed later. This paper discusses such history against the consideration of the need for education and training of specific cybersecurity/information assurance professionals. The specific case of education and training in military level cyber-operations is not included in this discussion but is worthy of further analysis. It also has resonance with the more general requirements for cybersecurity awareness in any ICT education program.
Based on twenty five elapsed years of experience in developing and delivering cybersecurity courses at undergraduate and postgraduate levels, this paper proposes a rationale and set of differing perspectives for the development of curricula relevant to the delivery of an appropriate course in cybersecurity history to information and communications technology (ICT) students and thus potential information technology professionals. It does not propose specific curricula in a normal sense, as a set of topics, learning outcomes and the like but rather discusses the bases on which such selections could be made. It proposes particular emphasis on explanation of historical matters as these relate to information technology from differing perspectives which must be understood and catered for by the ICT professional in practice, e.g. interactions with users, managers and other ICT professionals. Particular emphasis is placed on the role of the ICT "professional" through education at the university undergraduate level in general as well as via specialised postgraduate cybersecurity program. It proposes that the basis for this curriculum could be set out on the grounds of perception of four distinct generations of information technology professionals within the information technology and data communications network environments in which they worked along with the growing perception of the related science and technology. One aim is to be able to invigorate students in a way that enables them to be able to understand and appreciate the background to any current cybersecurity product, system or service offering from, or claim made by, the ICT industry in general and the specific cybersecurity industry more particularly. The aim is to cover such developments over the last 50 to 60 years in both technological and societal contexts, winding up in an age of total convergence of computers, communications and content (3C) and to thus provide students with an engaging insight into "how we got here" and "why" products, systems and services are what they are and/or what they should be. A particular emphasis is placed on relating this history to the requirements of protection in a globally connected information services environment based around associated data networks and the environments in which new graduates will be employed.
Simply put, the current information environment may be considered the result of convergence of computers, communications and content, commonly referred to here as 3C. Further, 3C has to be considered in the context of a further set of three factors. These include the convergence just mentioned, consumerisation of the ICT products, systems and services offered by the industry itself and finally the result of "cloud" computing service offerings on an international scale that brings a global information environment service into being, together nominated in Figure 1 as the "6C" situation..
Roles and Functions of the ICT and Cybersecurity Professional.
Depending upon where an ICT or cybersecurity professional finds their professional practice employed, their responsibility, and thus need to understand the historical background to the discipline, may be tailored as needed. As illustrated in Figure 2 , roles played and functions undertaken may vary between activities: * within a traditional ICT vendor, under the usually accepted meaning of the term "ICT industry", as distinct from users or consumers of its products, systems or services but including development of applications for such technologies and artefacts for sale or deployment; * related to the role of an appropriate regulator responsible for associated policy, law and regulation in the cybersecurity realm; and * associated with a responder to attacks on or malfunction of information systems including law enforcement and military entities, internal or external response teams, etc.
Structures and People.
The existence of underlying security technologies and systems in any information system can be seen as being related to three distinct aspects, viz. hardware, software and data as in Figure 3 . In turn, the historical context of the development of associated security technologies in each of these areas sets the scene for today's product, systems and services offerings. For example, the computer and data network "add-on" security industry is now a very large global activity that, it could be argued, owes its very existence to the failure of the normal ICT industry to provide adequate, proven and reliable security features within the base products it offers. Thus, it is necessary to understand the historical context to the three aspects, again, of any information security product or system. Its functionality specification, its reliable and verifiable implementation in a secure manner itself and, finally, its independent evaluation must be determined by the ICT professional as being fit for the purpose claimed, as illustrated in Figure 4. 
Policy, Laws and Regulations.
The cybersecurity professional will be involved in either development of public policy and law/regulations relevant to information systems or responsible for the interpretation and implementation of relevant technologies, products, systems, services, policies and procedures for an owner/manager of that information system or even a combination of both of these. At the extreme end of the "spectrum", the ICT cybersecurity professional may be regarded as a member of the military, involved in cyber operations in response to attack or a member of law enforcement / response teams concerned with investigation of such attacks. In this sense the cybersecurity professional may take on a role of user, manager or professional in the ICT area or be responsible for liaison with people designated in those functions, as illustrated in Figure 5 . The question is one of creating appropriate educational curricula to meet these varying situations and requirements. Examples assist in clarifying these concepts. The cybersecurity professional may be responsible for the creation and dissemination of user procedures for use of information system resources in a company, including, for example development and propagation of a bring-your-own-device (BYOD) policy. At the management level, the cybersecurity professional should normally be involved, but often is not, in the requirements definition and procurement activities related to information systems creation and deployment. In this case, for example, some form of labelled "mandatory access control (MAC)" functionality may be favoured over "discretionary access control (DAC)" but this must be specified at procurement time.
The cybersecurity professional must in turn become familiar with the relevant legal and regulatory regimes appropriate to the enterprise involved, including consideration of these parameters at the international, national and industry levels, as in figure 6. 
Real Curricula and Industry Training.
At present it appears that full elucidation of the history of information assurance, information security or cybersecurity, under whichever term it may be defined, and the significance of that history in explaining the "why" of current information assurance schemes is severely limited if not totally lacking. For example, the following topics may illustrate the problem:
• "C2 by '92" [5] and the failure of mandatory regulations in information assurance in the USA for government/defence procurement; • the Microsoft "Palladium / NGSCB" [6] • the MULTICS memory segmentation and capability architecture and associated "ring" protection scheme, later embedded into the Intel iAPX-286 and later microprocessors, and so on.
• market failure of "B2" / mandatory access control based, or similarly oriented, operating systems such as Digital Equipment Corporation's (DEC) SEVMS, Gemini Inc. GEMSOS, Secure XENIX, USA's National Security Agency's (NSA) SELinux and SE Android, etc.
• development of the "Wassenaar Arrangement" covering export of "dualuse" technologies and artefacts including cryptographic systems and advanced secure computer systems as well as reverse engineering technologies; • lack of incorporation or acceptance of appropriate and defined security structures into the overall Internet TCP/IP and DNS structures; and so on.
Some curricula already exist in the information assurance area and even, by implication, in the cybersecurity/cyber operations arena. Examples of these follow.
a. IEEE/ACM The November 2012 "Ironman" version [8] of the IEEE/ACM's body of knowledge (BOK) definition in the area of "information assurance and security" has been published as document CS2013 as part of the overall computer science curriculum. It acknowledges that the situation in this area is "unique" in that relevant matter overlap with all the other areas defined in the computer science curriculum. However, any historical perspective in this area is separated into an overall "history of computing" section in the BOK. However, the complexity related to inclusion of information assurance curricula into IT programs aimed at the development of the normal IT professional has been a topic of discussion for many years and was clearly alluded to in the earlier ACM IT curriculum guidelines ii) SANS Institute, EC-Council, CREST (UK) and others. Other industry level organisations also exist to provide information assurance education and training. Once again, however, the concentration is on the "what and how" aspects of cybersecurity with some emphasis on sub-sets of the overall information assurance area, e.g. CREST (UK) which describes itself as follows: " The Council for Registered Ethical Security Testers. CREST exists to serve the needs of a global information security marketplace that increasingly requires the services of a regulated and professional security testing capability."
Conclusions.
A trained cybersecurity technician should be able to readily answer questions related to the "what and how" of any relevant information security matter. However, a cybersecurity professional should be readily able to answer the "Why is it so?" question, the catch-phase of the late Professor Julius Sumner Miller, a prominent physics educator and TV presenter [12] . While numerous industry based education and training groups exist and offer various levels of certification, many of which are accepted by both the private sector and government organisations, including defence related entities, curricula do not emphasize historical background to the topics outlined and thus the "why" of many aspects of information assurance / cybersecurity.
